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Abstract

This report surveys time series methods that have been used and can be applied in predicting
end-to-end delay of the Internet. ARIMA scheme and state-space approach are discussed and
compared. Although state-space approach has the advantages in structure and computation,
ARIMA modeling is still useful in identifying systems due to the complexity and uncertainty of
the Internet. A practical example of using ARMA models to do prediction is given in the report.
By converting the time series models (ARIMA or ARMAX) to state-space representation, linear
prediction and control theory can be applied more directly. Furthermore, by regarding the network
as a hybrid system, multiple-model approach, whose algorithms are mainly based on state-space

representation and Kalman filtering, can be used to study the dynamics of the Internet.

1 Introduction

Time series methods have been widely used in many areas: statistics, engineering, economy, medicine,
etc. A time series is a collection of observations made sequentially in time. End-to-end Internet delay,
as well as round-trip time, when collected at equally spaced intervals over time, are typical time series
data. If there is no background information available, time series analysis is a suitable approach
since the model fitting procedure does not require any assumption about the internal structure of the
observed system.

Queueing theory, as a powerful tool to analyze computer and communication networks for a long
time, is a natural choice for delay prediction. However, accurate queueing analysis requires that
the distributions of traffic inter-arrival and inter-departure time at each individual link are known,

which is rarely the case in the Internet. Even though the distribution of each link is available, the
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computational cost will grow dramatically as the network size increases. Due to these limitations and
difficulties in capturing the dynamic behavior of the networks by queueing theory, time series analysis
becomes an important alternative. Comparing with analytic models such as queueing models, time
series models are cheaper to develop, easier to utilize and update, and in general, less complex to use.

The rest of this report is organized as follows. In Section 2, we discuss the relevant concepts and
methodology to the Internet end-to-end delay prediction using time series analysis. In Section 3, we
confine our topic on model identification in time series analysis. Section 4 gives a practical example.

Section 5 concludes the report and provides our work direction.

2 Analysis of the Internet End-to-End Delay Prediction

2.1 Prediction Theory and Time Series Analysis

Several important concepts need to be addressed before a precise mathematical statement of the
prediction problem and its solution can be given. For example, without criteria it is hard to judge
the accuracy of a prediction algorithm.

Here we use a subspace M of a Hilbert space H to denote the information about the past of a
system, any element of M is called a predictor [13]. Therefore M can be viewed as the space of
allowable predictors for the future among which we are to find the “best” one.

If X is the predictor for a future random variable X (X € H), the prediction error is X — X, and
it is desirable to make this error as small as possible using certain error metric. But since X — Xisa
random quantity and not observable in general, it is natural to pick X so that X — X is small on the
average. This can be done, for example, by choosing X so that either Pr{|X — X| > ¢} or E[|X — X |?]
is small, for appropriate values of € or p.

A popular criterion for the goodness of a predictor is the mean square error (MSE):
BIX - X" =X - X|]? (1)

This criterion is quite satisfactory as far as mathematical tractability of problems related to finding
explicit formula for X is concerned. On the other hand, it reflects the requirement that large errors
are more serious than small ones. The best predictor of X based on M is an element X € M which is
closest to X, that is,

IX-X|P<|X-Y|® forallY eM (2)

The distance from X to X, i.e.,
1X — X|I> = inf |X -Y|?, 3)
YeM

is called the minimum mean square error (MMSE) of prediction of X based on M.
In practice, it is desirable to develop a prediction theory that leads to simple prediction formulas
and requires less statistical information than the full distribution of the past. The linear prediction

or the Kolmogorov-Wiener prediction theory (refer to Chapter 12 of [10]) provides such a setting in



which only the knowledge of the past and the first two moments of the distribution of the past are
required. In fact for the normal (Gaussian) distribution, the first two moments can fully determine
the distribution.

The linear prediction theory is concerned with approximating future in terms of the observed past
when the covariance function and the past of a stationary random process (RP) are known. The
final goal is to express the predictors in terms of the known past values and the first two moments
of the RP. Note in time series analysis usually the ergodic assumption of the RP is also required. In
[2] Box and Jenkins showed how to find an optimal linear predictor for a particular Auto-Regressive
Integrated Moving Average (ARIMA) process. Furthermore the case when autocorrelation function
(ACF) is unknown was also considered.

It is clear that such a prediction problem is closely related to a (quality) control problem because
if we can predict how a process will behave, we can adjust the process so that the achieved values are,
in some sense, as close to the target value as possible. In many applications, the purpose of predicting
the Internet end-to-end packet delay is to design a working mechanism so that the Internet can work
more stably and more efficiently. In particular, by more accurate prediction, delay-based bandwidth

allocation and congestion control can provide further improvements to QoS in heterogeneous networks.

2.2 Linear Systems and Control Theory

For either prediction and control purpose, the core work is to identify a model for the system (or
process) given observations on the input and output of the system. Although recently there has been
an increased interest in time-varying and non-linear systems, much of the literature assumes that the
system can be adequately approximated over the range of interest by a linear model whose parameters
do not change with time. Numerous useful results in control theory has been obtained for such linear
time-invariant (LTT) systems (e.g., [4], [16]).

Control theory was originally concerned mainly with deterministic systems (most of control engi-
neers are still in this area). In the Internet flow control and congestion problems, more attention to
stochastic control has been paid. Stochastic control, where the system being controlled is subject to
random disturbances, was started with the work on filtering problems by Wiener and Kolmogorov.
One major development was the Kalman filter, which is a recursive method of estimating the state of
a system in the presence of noise (further description for the Kalman filter is in Section 3.3). Kalman
filtering has been used in many applications including the control of a space rocket, where the system
dynamics are well defined but the disturbances are unknown.

In most control problems, the knowledge of the system structure has been assumed known. But
in the Internet dynamics, many issues are involved [14] and their impact is subtle (or hidden). In
such a case, statistical work in time series will be very helpful to identify the system. In particular,
the Box-Jenkins approach tries to identify a system using observed data. Because for each ARIMA
model there exists a corresponding state-space representation (albeit not uniquely), it is possible to

make some collaboration between control theory and time series analysis. More specifically, once



the ARIMA model in its state-space representation for the process (system) is obtained, results from

control theory can be applied.

3 Model Identification in Time Series Analysis

Most time series data of the Internet delay are non-stationary. The methods described in [15] (e.g.,
ARMA, AR and MA models) are for stationary time series. As we mentioned there: series can be
made stationary by operations such as differencing. The ARIMA methodology, develop by Box and
Jenkins, is based on such an idea [2]. Once has this been done, the model-fitting techniques described
in [15] are still valid. All the remains is to reverse the differencing operations so as to make prediction

in levels.

3.1 Autoregressive Integrated Moving Average Models

In practice, a non-stationary time series may be differenced more than once to make it stationary.
When prediction is carried out in model fitting the differencing operation must be reversed, and this
operation is called integration by Box and Jenkins [2]. If d is the order of differencing needed to
produce a stationary and invertible process, the original process is said to be integrated of order d

and abbreviated as y; ~ I(d). Similarly the model
$p(B)(1 — B)ly: = 04(B)ee (4)

is called an autoregressive integrated moving average process of order (p,d, q), and denoted as ARIMA(p, d, q),

where ¢; is the disturbance, B is a backward shift operator, i.e.,

By; = yi—1,B*y: = B - Byy = Byi—1 = Y12, ... (5)

and
¢p(B) =1—¢1B — ¢poB* — ... — ¢, BP (6)
0,B)=1—6,B—0,B>— ... — 0,B" (7)

If d > 0, the model is clearly non-stationary, as the AR operator ¢(B)(1 — B)? has d roots on the
unit circle. An ARMA model can be viewed as a special case of ARIMA models: a stationary model
should have d = 0, then an ARMA(p, ¢) is equivalent to an ARIMA(p, 0, q).

The issues involved in fitting ARMA models were studied in [15]. There leaves one question for
the ARIMA methodology: how does order d affect predictions?

A Dbasic feature of the prediction from stationary models is that they tend towards the mean of
the series as the lead time ! (prediction interval) increases. If [ is large, the structure of the model is
irrelevant.

Consider an ARMA (p, ¢) model



where x; is a stationary time series. To find the prediction MSE, note that it has the infinite MA

representation [6]
Te= Y Wiei- 9)
7=0

where {¢;} are parameters and ¢9 = 1. Therefore the optimal predictor | step ahead is the expected

value of zp4; conditional on the information at time ¢t = T, which can be written as
Ty = Elzr|z"] Z¢I+JET J (10)
where 27" denotes the information set {x7,z7_1,...}. Then the prediction MSE is

MSE LCT+1|T Zdjl J (11)

where o2 is the variance of the disturbance &;.

The MSE of a prediction from an ARIMA model can be obtained similarly as in (11)

MSE(Jr411) sz iy (12)

where y; denotes a time series which may be non-stationary. But the v; coeflicients should be calcu-

lated by the following equation
@(B)Y(B) = b4(B) (13)

where

p(B) = ¢p(B)(1 = B)! =1— 1B —paB> — ... — 0,14 B*™

Y(B) =1+ 1B+ B +

This yields
1 d .
Yy = S0P G 0, 1<j<gq
,p+d i
Y = me?(] P )<Pi¢j7ia j>q

The prediction MSEs in the ARIMA models tend to increase rapidly as the lead time I becomes

(14)

greater. Thus the main value of such models is in short-term prediction. In fact, because of routing
behavior, competing traffic, and available bandwidth etc., end-to-end delays are quite dynamic and

the prediction interval cannot be too long.

3.2 The Box-Jenkins Seasonal (SARIMA) Model

In practice, many time series contain a seasonal periodic component which repeat every s observations.
As we mentioned in Section 2, some seasonal phenomena do exist in the Internet end-to-end packet
delays. How to deal with this seasonality? The ARIMA class of models is based on the idea that

non-stationary trend movements can be captured implicitly by fitting an ARMA model to differenced



observations. By extending this idea, Box and Jenkins [2] use seasonal differences to handle this

seasonality. They define a general multiplicative seasonal ARIMA model (SARIMA) as
¢p(B)®p(B*)(1 = B)*(1 = B*)Py, = 0,(B)Oq(B)e, (15)

where @ p, ©¢ are polynomials of order P, @ respectively. In (15) there are not only simply differencing
(1—B)? (to remove trend) but also seasonal differencing (1— B*)? (to remove seasonality). The model
in (15) is said to be a SARIMA model of order (p,d,q) x (P,D,Q)s. Usually the values of d and D
do not need to exceed one.

For the issue of implementation, the model parameters may be estimated by some suitable iterative
procedure. Full details are given in [2]. By now many computer programs (in e.g., SAS, MATLAB)

can provide good enough estimations using such routines.

3.3 State-Space Approach and the Kalman Filter

Another general class of models, state-space models, could also be implemented in the prediction of
the Internet end-to-end delay and the identification of their dynamics. Originally, such models were
developed by control engineers, particularly for applications concerning navigation systems such as
controlling the position of a space rocket. It turned out that they have become the most powerful
representation in the control theory. They have also been found to be useful in short-term prediction
problem. For our ultimate purpose, state-space models are more suitable, since with such models
many existing results in the control theory can be straightforward applied.

The Kalman filter is an important general method of handling state-space models. Essentially,
Kalman filtering gives optimal estimates of the current state of a linear dynamic system. It consists of
a set of equations for recursively solving the Wiener-Kolmogorov filtering problem based on state-space

models.

3.3.1 State-Space Models

The state-space approach is appreciated better through the meaning of the word “state”. The state
of a physical system is a (minimal) set of variables needed for predicting its future which summarizes
the system’s past in full [10]. For example, to track a satellite in the space, it is crucial to know its
position, direction and velocity, so that the state at time ¢ is at least a 6-dimensional vector. The use
of vector-valued processes is quite natural in state-space modeling. Let {z;} be an n,-dimensional
process standing for the state of the system, {z;} be the output of the system with n, dimension, and
{u:} be the output of the system with n, dimension then the state-space approach can be described
by the two following equations (for a stochastic linear system), the first shows the evolution of the

state is Markovian in nature and the second is of the form signal (state) plus noise:

vy = Fyxy_1 + Giuy + T'ywy, state equation (16)

2z = Hyzy + Eyug + vy, observation equation (17)



where

F; = transition matrix (n, X n,)
G = input gain matrix (ng X n,)
H; = output matrix (n, x n,)

E; = input-output matrix (n, X n,)

and {v;:} and {w;} are vector-valued white noises (whose dimensions are n, and n,, respectively and
means are zero) orthogonal to each other with known covariance ¥; = Elw,w;] and R, = Efvvy], T

is the noise gain matrix with (n, x n,).

3.3.2 State-Space Representation of Time Series Models

State-space models for a time series problem are usually arrived at through a structural analysis of its
components that make up the series. These components may include trend, seasonal, cycle, together
with the explanatory variables, interventions, outliers and missing values. In contrast, the ARIMA
modeling is a passive black box approach in which model identification relies solely on the data without
prior information of the system that generated the data. Which tool is more suitable for our purpose?
From a control engineer’s point of view, state-space models have more structural advantages than
the ARIMA framework. But in the study of the Internet end-to-end delay, unfortunately, there is
very little information to build up the state of the system due to the complexity of the networks.
A trade-off between these two schemes is to find the best fitting time series model by the ARIMA
methods first, then convert to state-space representation so that prediction and control can be done
more efficiently.

Consider in general an ARMA system (an ARMA process can be viewed as the response of an

ARMA system to white noise, refer to [15])

Yeta1ye—1+ -+ apyi—p = bous +brug 1+ +bgup g (18)

(ug) = stationary white noise
Note that (18) can be written as
Yt arye—1 + -+ amYr—m = bour + brug—1 + -+ bpup—m (19)

by setting ap4+1 = apt2 = ... = ay = 0 and by = bgy2 = ... = by, = 0 if necessary, where

m = max{p, q}. Therefore the state-space representation of this ARMA system in observable canonical



form is

—ap 1 0 - 0 by — a1bg
—a; 0 1 --- 0 ba — asbg
Tt = : U I PR : Up_1 (20)
—Qm—1 0 O 1 bi—1 — am—1bo
~ap 00 e 0 b — ambo
y=|1 0 0 - 0 |zt+bow (21)

and in controllable canonical form is

—ai —a2 —as e —Qm—1 —Qm 1
1 0 0 e 0 0 0
0 1 0 e 0 0 0
Ty = : : . . : : Te—1 || Ut (22)
0 0 0 0 0 0
00 0 1 0| | 0]
Yt = |: b1 — a1b0 bg — a2b0 e bm — (lmbo i| Tt + bOUt (23)

Note that these representations do not necessarily have a minimum dimension for the state x.
The state-space representations of the AR and MA systems can be obtained directly by setting
by =by =..=by, =0and a; = as = ... = a,, = 0, respectively. However, models of a smaller

dimension are preferred. Further details can be found in [10].

3.3.3 The Kalman Filter

In state-space modeling, the prime objective is to estimate the signal in the presence of noise. In other
words we want to estimate the state vector z;. The Kalman filter provides a general and efficient way
of doing this. It consists of a set of equations which allow us to update the estimate of x; when a new
observation becomes available. This procedure has two stages, which are called the prediction stage
and the updating stage respectively.

Consider the equations (16) and (17), the MMSE estimator of 2 can be computed sequentially in

time using the following recursion:
e Prediction:

Tyjp—1 = Froa®_qpi—1 + Ge—1ug—1 (24)
Ztjt—1 = HyZyp 1 + Eyuy

Py = Ft—lpt—1|t—1FtT =+ thlztflrgl1

Sy = HtPt|t71HtT + Ry

Ky = Py, H{ S;' (Kalman Gain Matrix)



e Updating:

Zyjt—1 = 2t — Z¢—1 (Correction) (25)
Ty = Type—1 + KiZge—

P,y = Pyy—1 — K¢S K] (Minimum MSE Matrix)

Further topics in Kalman filtering (e.g., initialization) can be found in [8], [10]. A major practical
advantage of the Kalman filter is that the calculations are recursive, so that although the current
estimates are based on the whole past history of measurements, there is no need for an ever-expanding
memory. Another advantage of the Kalman filter is that it converges fairly quickly when there is a
constant underlying model, but can also follow the movement of a system where the underlying model

is evolving through time [3].

4 Practical Example

In [7], there presented a pioneering work of congestion control. Jacobson designed his congestion
avoidance algorithm by modeling Round Trip Times (RTTs) based on ARMA models. Following the
similar idea, we constructed an experiment to get the Internet end-to-end delay data (RTTs) and did

some preliminary data analysis.

4.1 Data Collection

In this study we sent probing packets using Internet Control Message Protocol (ICMP) instead of
Transmission Control Protocol (TCP) in [7]. More specifically, as in the ping program, the source
host sends out a series of ICMP Echo Request to the destination host, and the destination host
returns ICMP Echo Reply messages. Here an ICMP Echo message is regarded as a probing packet.
The original ping program sends packets with fixed time interval (one second). We modified it so that
variable inter-departure times can be obtained.

The size of a probing packet in ICMP usually is limited when it is sent via routers/switches
since some routers/switches will cut it off if its size is larger than their upbounds. For example, if
a probing packet is sent from a host in the ECE department Local Area Networks (LAN) of UNO,
when the destination is www.uno.edu (via a single switch in the LAN), the size cannot be larger than
4 Kbytes; when the target is www.computrols.com, the size cannot be larger than 2 Kbytes (multiple
routers/switches).

In our experiment, we use a common source host in the ECE department of UNO, which is running
windows XP system. Eight different destination hosts were chosen, which include both the ones inside
the LAN (without switch and with one single switch) and those outside the LAN (with multiple
routers/switches). For each destination, we collected RTTs as a time series data using our modified
ping program (pingmachine). Two different probing packet sizes (512 bytes and 1024 bytes) were used

in the experiment, i.e., for each destination, there are two time series data. The timeout as well as



No. | Target bytes = 512 | bytes = 1024
1 | enee613-2000.uno.edu < 0.0001 < 0.0001
2 | www.sina.com 0.0273 0.0325
3 | www.utd.edu 0.0104 0.0112
4 | www.yahoo.com 0.0174 0.0176
5 | www.uno.edu 0.0020 0.0017
6 | www.google.com 0.1160 0.1698
7 | www.wenxuecity.com 0.0081 0.0080
8 | 216.107.90.145 0.0110 0.0111

Table 1: Packet loss rate

inter-departure time were set as 0.5 second. Each data collection lasted 24 hours. The path for each
source-destination (SD) pair was checked by periodically running tracert command. It turned out that

each route is stable, i.e., persistent and prevalent [14].

4.2 Packet Loss

Table 1 lists the loss rate of each set of data. The common source host is Fusionl.uno.edu. Note that
the loss rate in the 6th SD pair is much higher than the others, which means more probing packets

were cut off by the nodes between this SD pair than those between the other SD pairs.

4.3 Round Trip Times
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Figure 1: The histograms of the RTTs to different destinations, packet size = 1024 bytes
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Figure 1 provides the histograms of the RTTs to different destinations when the packet size is 1024
bytes. There is no clear structure in each distribution.

Figure 2 shows the time plot of a time series data collected from a remote destination (www.yahoo.edu).
Although this time series is not stationary, in short time period we can still assume it as stationary

(i.e., short-term stationary) so that we can use a simple time series model to do prediction.
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The time series models of our data vary in long time range. Here we just give an example to

get one specific model from a segment of the data. Figure 3 is an arbitrary segment of the data in
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Figure 2. We estimate a model based on the first half of the data, and evaluate predictions on the
second half. We set the prediction interval [ = 2,10, 20,30 samples (i.e., 1,5,10,15 seconds because

the sample interval 7 = 0.5s) to do l-step ahead prediction.
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Figure 4: ACF and PACF of a data segment

Figure 4 shows the plots of the sample Autocorrelation Function (ACF) and sample Partial Au-
tocorrelation Function (PACF). The bounds in the figure denote a 95% confidence interval indicating
that the sample ACF/PACF estimation errors inside this interval are close to zero by 95% confidence.
We choose the model structure as ARMA(1,3) by inspecting the ACF/PACF (the values which fall
in the 95% confidence interval are regarded as zero).

The prediction results are compared by the time plots in Figure 5. From the plots we can see the
prediction error increases when the prediction interval increases.

At last we check the ACF of the residuals (prediction errors) associated with the data. It turned
out (refer to Figure 6) that there are two points outside the 99% confidence interval (the solid region
in the figure) but very close to the bounds, which means this ARMA(1,3) model is not ideal but just

a useful approximation in practice.

5 Conclusion and Discussion

In this report, time series methods for predicting end-to-end Internet delay have been discussed.
Two classes of methods, ARIMA scheme and state-space approach, have been described and com-
pared. For state-space models, there are two key advantages relative to the ARIMA models: in
structure and in computation [5]. By determining the states of the system, the useful information
for prediction has been summarized efficiently. In this sense we say state-space models have better

structures than ARIMA models. In addition, state-space models are Markovian in nature and their
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dynamic or evolution through time is quite transparent. Consequently, the calculations needed to

implement such models are recursive (e.g., Kalman filtering) and we can handle increasingly large

models and datasets without a disproportionate increase in the computational burden. In contrast,
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the computation complexity of the ARIMA modeling usually increases with the size of the datasets
and the order of the MA part.

However considering the complexity of the Internet and the unclear impact of each issue involved,
black boxr modeling, including ARIMA models and ARIMAX models, is more convenient to use.
After the state-space representation of these models have been found, the later work (predicting and
evaluating the performance) is almost the same as in control engineering.

The last issue that should be addressed here is that using any single ARIMA model cannot give
the whole picture of the network dynamics and the prediction interval is limited (only for short-term
prediction). Considering the path properties and the routing behavior, e.g., change of routing path,
merge and split of traffic (for details, refer to [1], [11], [12]), it is reasonable to view the Internet as a
hybrid system [9]. Hybrid estimation is a powerful tool for dealing with complex systems because a
complex system may be decomposed into simpler subsystems with distinct structures. For the further

information, please refer to our fourth report.
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